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1. Chip locked status

1.1 Error display

Use ST-Link to connect the chip and burn the program. If the two situations shown in
Figure 1 appear first, followed by the situation shown in Figure 2, it means that the chip

is locked. Please follow the steps below to unlock it.
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Build Output

Contents mismatch at: OS00010FH (Flash=08H Regquired=ETH)
Contents mismatch at: 08000110H (Flash=BBH Reguired=FEH)
Contents mismatch at: 08000111H (Flash=01H Reguired=ETH)
Contents mismatch at: 08000112H (Flash=00H Reguired=FEH)
Contents mismatch at: O0B000113H (Flash=08H Required=ETH)
Too many errors to display !

Error: Flash Download failed - "Cortex-M3"

Flash Load finished at 16:36:32

Load "project\\project.axf"

Erase Failed!

Error: Flash Download failed - "Cortex-M3"

Flash Load finished at 16:40:24

Load "project\\project.axf"

=] Build Output Find In Files |38 Browse
— 08000000H 1

pVision

l._\ Error: Flash Download failed - "Cortex-M3"




2. Software Download

2.1 Installing the Software

The software download link:
https://www.st.com/en/development-tools/stsw-1ink004.html.

Follow the default steps to install it.
2.2 Open the program

If the program is installed in the default path, the program location should be
C:\Program Files (x86)\STMicroelectronics\STM32 ST-LINK Utility\ST-LINK Utility

The steps to open the program are:

1. Open the computer file, enter the address C:\Program Files (x86)\STMicroelectronics\STM32
ST-LINK Utility\ST-LINK Utility in the search box , and press Enter to enter this folder, as shown
in Figure 3. Double-click the " STM32 ST-LINK Utility.exe " program to enter the program page,

as shown in Figure 4.
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E- STM32 ST-LINK Utility

Fle Edit View Target ST-LINK External Loader Help
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Memory display Device

Aderess: [00s000000 | Size: [ IRURN Data Width: [32bits e

Device Memory  Binary File LiveUpdate

3. Unlocking steps



3.1 Detailed steps

In the software, follow the steps shown in Figure 5, first click Step 1, then click Step 2.

After entering, the page shown in Figure 6 appears. Step 1 displays the information of
the MCU. Make sure it can be displayed normally. Step 2 changes "Enabled" to "
Disabled ", then follow step 3 and click "Apply".

Finally, it will appear as shown in Figure 7, indicating that the unlocking is successful,

and then the burning can be carried out normally.
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Erase Bankl
Flash size
Device Memory  Bir Erase Bank2 LiveUpdate
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B, STM32 ST-L ility - o x
File Edit View Target ST-LINK External Loader Help
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BOF Level
0j Unavalatle

User configuration oplion byle

Memory display Device STM32F 1030c Medium-density IWDG_STOP I/DG_STDBY rBootd rB00TO
Address: [0x08000000 | sze: [ ox1000 Data width: [32bis DeveeD | Oxtt) RRE 5 IRl P e BODi
RevisionD  RevX nSAAM Parly | |FZ_WDG_STOP [ |rDBONT [nBFB2
Flashsize  Unknown SRAM2_RST FZ_WDG_STDEY | rDBANK | |rBOOT_SEL
Device Memory _ Binary Fie LiveUpdate SRAM2_FE FCROF_RDF DE1M DUALBANK
Device Memory ARST_SHDW | |nBookd SW._Cig IRHEN BOREN
nRST_STOR nSWEODTO [WDG_Sw
nRST_STDBY || ¥DDA_Maorilor SDADCTZ_YDD_Mentor
NRST_MODE Unavaiable
Security option bytes
SECSZE 0D SEC_SIZE2 000 BOOT_LOCK
Baol address oplion bytes
BOOT_ADDOH) Baat from H)
BOOT_ADD1H) Boot from [H]
User data storage option bytes
Data 0 [H) [ Dista 1 H)

Flash seclors protection

2 STLINK SN = 16004A002933353739303541 Page Start address  Size Protection ~
e viasuD [ Pegeld OB000D0 1K MoProtection
WD Frequency = 4,0 Mz, O Page1 HO0B000400 1K Mo Protestion
annectien mode | ol O Pagez 003000800 1K WoPratection
7122113 DebugnLon Pouner modk enablec. O Page3 BO0ICO0 1K NoProtecion
7:23:13 : Device famiy :STM32F 10xx Medum-density [ Poge GOBUDIO0 1K HoProtection
O Peges OB00T400 1K MoProtestion
[ Paget 003001800 1K MoProtection
[Debug in Low Poner mode enabled. [Pevice D:0x410 Core State : No Memory Loaded O Page7 0:08001C00 1K No Protection
[ Pege® OB002000 1K HoProtection
O Paged HOB0O2400 1K MoProtection

[MPacel0 0403002800 1K MoProtection v
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Unselect all Select all 3

File Edit View Target ST-LINK External Loader Help
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Memory display Device STM32F 10xx Medium-density
Device ID 0x410

Revision ID Rev X
Flash size Unknown

Address: [0x08000000 | Size: [ 0x1000 | Data Width:

Device Memary & 0x08000000 ¢ Binary File [Liveupdate
[Target memory, Address range: [0x08000000 0x08001000]
it |, |2 |- | cl =
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
10 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
20 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
30 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FFFFF
50 FFFFFFFF
60 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
70 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF o
< >

17:22:13 ; STALINK 5N ; 16004A002933353739303541
17:22:13: V213757

17:22:13 : Connected via SWD.

17:22:13 : SWD Frequency = 4,0 MHz,

17:22:13 : Connection mode : Normal.

17:22:13 : Debug in Low Power mode enabled.

13 : Device ID:0x410

" e ,
27 : Option bytes updated successfully. I

bebug in Low Power mode enabled. bevice D0 Core State ; Live Update Disabled
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